FIG. 1 



26 




AUTHORIZATION 
ENTITY 



SERVICE PROVIDER 




28 

Z 

AUTHORIZATION 
ENTITY 



SERVICE PROVIDER 





30. 




AUTHORIZATION 
ENTITY 



SERVICE PROVIDER 






POLICY 
ENFORCEMENT 
POINT 



WIRELESS ACCESS NETWORK 



ACCESS 
POINT 



r 




14a 



\ 



SUBSCRIBER 
STATION 



SUBSCRIBER 
STATION 



14b 



32 



SUBSCRIBER ESTABLISHES 
A ASSOCIATION WITH ACCESS POINT 



/ 



34 



FIG. 2 



SUBSCRIBER SENDS AUTHENTICATION 
REQUEST MESSAGE INDICATING A 
DESIGNATED SERVICE PROVIDER 



36 



38 



40 



42 



ACCESS NET! 
AUTHENTICATIC 
AUTHENTICAT 
DESIGNATED SEI 


WORK SENDS 
)N REQUEST TO 
ION ENTITY OF 
RVICE PROVIDER 




r 


AUTHENTICATION ENTITY 
RECEIVES REQUEST 




r 


AUTHENTICATION ENTITY 
ATTEMPTS TO AUTHENTICATE 
SUBSCRIBER 




r 


AUTHENTICATION ENTITY SENDS 
AUTHENTICATION RESPONSE TO 
ACCESS NETWORK 



NO 



LIMIT SUBSCRIBER TO 

ACCESS STUB 
NETWORK RESOURCES 




YES 



48 



ASSIGN SUBSCRIBER TO 

SEGREGATED 
COMMUNICATIONS LAYER 
ASSOCIATED WITH THE 
DESIGNATED SERVICE 
PROVIDER 



50 



ALLOW/RESTRICT 
SUBSCRIBER TO 
COMMUNICATE WITHIN 

THE SEGREGATED 
COMMUNICATION LAYER 



\ 



46 



/ 



52 



ENFORCE SERVICE 
QUALIFICATIONS PER THE 
SERVICE PROVIDER 



( END ) 



T 

^ END ) 



a 



144 

/_ 

SERVICE 
AGENT 



146 



DATA 
STORE 





148 



SERVICE 
AGENT 



152 



DATA 
STORE 



SERVICE 
PROVIDER A 



PDSN 



TAG 




SERVICE 
PROVIDER B 




150 


154 


/ 




SERVICE 




DATA j 


AGENT 




STORE | 




142 



FIREWALL 



124 



FIREWALL 



136 



BSC 



134 



BTS 



130 




122 



/ 




FIREWALL 



PUBLIC OR PRIVATE 
IP NETWORK 



118 



132 



AUTHENTICATION 
RELAY 



z: 







GATEWAY 




126 



FIG. 3 



112 




116 



WEB SERVER 



114 



ACCESS NETWORK 



ACCESS 
POINT 




ACCESS 
POINT 










MOBILE 
STATION 



128 



104 



108 



1 



110 



\| CLIENT 
STATION 



CLIENT ]/ 
STATION 



106 



160 



AUTHENTICATION 



H 
O 
O 

□ 
P 

ill 
0 
W 
O 

H 



USER/TERMINAL/ 
SERVICE 



162 



/ 



ACCOUNTING 



164 



LOCATION 



166 



DATA STORE 



FIG. 4 



